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What is Anomaly Detection?

Anomaly: "an observation which deviates so much from
other observations as to arouse suspicions that it was
generated by a different mechanism (Hawkins 1980)”

What is Anomaly Detection ?

"Finding patterns in the data that do not conform to
expected behavior”
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What is Anomaly Detection?

Synonyms of "Anomalies”

Outliers

Discordant observations
Exceptions

Aberrations

Peculiarities

Huge number of applications: Network intrusions, credit
card fraud detection, insurance, finance, military
surveillance,...
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What is Anomaly Detection?

Different kind of Anomaly Detection

m Supervised AD
- Labels available for both normal data and anomalies
- Similar to rare class mining

m Semi-supervised AD
- Only normal data available to train
- The algorithm learns on normal data only

m Unsupervised AD
- no labels, training set = normal + abnormal data
- Assumption: anomalies are very rare
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m Step 2: Use the "normal” profile to build a decision
function.
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What is Anomaly Detection?

m Step 1: Learn a profile of the "normal” behavior
Profile can be patterns, summary statistics,...

m Step 2: Use the "normal” profile to build a decision
function.

m Step 3: Detect anomalies among new observations.
Anomalies are observations whose characteristics
differ significantly from the normal profile
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What is Anomaly Detection?

Different tools in Anomaly Detection:

m statistical AD techniques
fit a statistical model for normal behavior

m distance-based
- ex: Nearest Neighbors distance
- Drawback: problem in high-dimensional spaces

m density-based
- ex: Local Outlier Factor (LOF)
- Drawback: Density estimation hard in high dimension

m others: spectral techniques (PCA), clustering-based,
random forest,...
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Nicolas Goix m Extreme observations play a special role when dealing
with outlying data.

What is
Anomaly

Detection?

m But no algorithm has specific treatment for such
multivariate extreme observations.

m Our goal: Provide a method which can improve
performance of standard AD algorithms by combining
them with a multivariate extreme analysis of the
dependence structure.
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NiEalES @l Small number (<<< 29) of
"groups of coordinates which can be large together”

What is
Anomaly
Detection?

Learn the sparsity pattern of the dependence structure \

Applications:
m Dependence Based Anomaly Detection (DBAD):

anomalies = points violating the sparsity pattern.
m Dimension reduction If furthermore only a moderate

number of X;'s may be large together. Preliminary step
before inference of the joint distribution of extremes.

Main idea :

Sparsity Assumption on the dependence structure:
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What is Anomaly Detection?

Program:

m Define adequate notion of ‘sparsity’ for multivariate
extremes.

m Guidelines to learn this sparse asymptotic pattern from
non-asymptotic data.

m Theoretical results: finite sample error bounds (tools
from statistical learning theory)

13
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Multivariate Extremes
m Randomvectors Y = (Y4,...,Yy) Y; >0
m Margins: Y;~ F;, 1 <j<d (any).

m Standardization (standard Pareto): X; = (1 — l-',-(Y,-))*1
m Joint extremes: X’s distribution above large thresholds?
PXe A)? (AcC Ay, Ao farfrom the origin’).

Xz X

A :

0
“Extremal region”

u X1
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Multivariate Extremes
m Polar coordinates: R = || X||o ; W = 7.
m Wesphere Sy 1 ={w: w;>0,[[Wlo =1}

Characterize P(X € A), A€ Ag
=
Characterize P(R >r,WeB), r>n

16
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m Regular variation: For A c [0,00]9\ {0}, 0 ¢ A,

IPX et A t—> w(A), LL: exponent measure
—00

Necessarily: u(tA) = t~'u(A),
m Angular measure on Sy ¢ : ©(B) = u{tB,t > 1}

Model for excesses above large radial threshold :

1
PIR>r,W € B~ — 0(B)

Radial homogeneity.

m @ rules the joint distribution (if margins are known).

17
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Multivariate Extremes

m O rules the joint distribution of extremes

X2
X2

X1 X1

m Asymptotic dependence: (Xi, Xz2) may be large
together.

'S

m Asymptotic independence: only X; or X, may be large.

18
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Sparse dependence structure
m Theoretically
m In practice
m On wave data
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Sparse dependence structure Theoretically

s G, -
> & G
Ci3 Co -
- a 7 7 e

Full pattern : Sparse pattern
anything may happen (X1 not large if Xz or X3 large)

m Subcones: ) # « C {1,...,d},
Ca={llx =1, i>0(ica), x;=0(¢x)}

20
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G

m (Co,x C {1,...,d): partition of {x : ||x|| > 1}

m {Qy «C{1,...,d}: corresponding partition of Sy_1
Oy = Do, « e,

m Decomposing the angular measure : ®, = O/

d):ZCD(X

«c{1,...d}

Theoretically

m assumption: §b= = O(1).




Sparse dependence structure In practice

Scoring g =
anomalies Identifying non empty edges
tvargte
extreme .
Issue : real data = non-asymptotic : X; >0

observations

Nicolas Goix

= Cannot just count data on each edge :
Only the largest-dimensional sphere has empirical mass!

In practice

22
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Sparse dependence structure In practice

Idea: Fix ¢ > 0. Affect data ¢-close to an edge, to that

edge.

¢

Oy = Qg ={x€eSqg1:x,>elica), x;<e(j¢ )

Co — Cy ={tQ5, t> 1}
New partition of Sy_1, compatible with non asymptotic dataés



Sparse dependence structure On wave data

(Shell Research, and thanks J. Wadsworth)

Scoring
GG  data=50 wave direction from buoys in North sea.
multivariate
extreme dimensional repartition - non extreme data dimensional repartition - extreme data
observations 09 (below threshold, infinity norm) 025 (above threshold, infinity norm)
Nicolas Goix o8
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On wave data
0.1
090 10 20 30 40 20 30 E
face dimension face dimension
Non-extreme data Extreme Data
nb of faces with positive mass 2761 782
nb of faces with positive mass after thresholding 21 76
nb of faces with positive mass after 2™ thresholding 1 26
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m Estimator
m Finite sample error bound
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Estimation Estimator

Construct an empirical est

Goal:

imator of ®,(Q,), based on the

€-cones.

Idea: Count the standardized points in the Cg.

G5

X2

€
Cl,2

X1

26
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anomalies

L data:Y,-,i:1,...,n,Y,-:(Y,-,1,...,Y,-’d).
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Nicolas Goix

T 1 . vy rank(Y/)—1
m standardization: X! = e with F;(Y/) = B2

BP,(A) =157 14X) —  ual.) = 2Pa(2)
m k= 0(n??)

m remind: ¢$(Q¢) = n(CS), « C {1,...,d}: indices of
‘large’ components, while other components ‘not large’.

Estimator: empirical measure of the cone

27
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extreme (In fact, stdf generalized : Iy(x, z) = ulR(x, z, «)]¢ with
observations R(X, z, (X) VC'CIaSS.)

Nicolas Goix

Regular variation of standardized marginal
& sUpg<x<r ll(x) —tF(x/t)| — 0, where

F(x) = F(F(X)j=1.0)

Theorem

If the density is bounded on each subface :
There is a constant C, s.t. for any n, d, k, with probability
2 1 — 6!

O5(Q) — D(QQ) < C (d\/ Flogd 4 3\/€>

+ biasnk(l, F)

28
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Estimation Finite sample error bound

Comments:

m C: depends on M = sup(density on subfaces)
m Existing litterature (for spectral measure) Einmahl Segers
09, Einmahl et.al. 01
d=2.

asymptotic behaviour, rates in 1/V/k.
Here: 1/vk — 1/vk + /€. Price to pay for biasing our
estimator with e.

29
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Estimation Finite sample error bound

Theorem’s proof
Maximal deviation on VC-class:

2 ad .
sup [np,—ul([0, x1°N[0, 11°) < CdWer'aS Foslx<i/e
e k 6 >

Tools: Vapnik-Chervonenkis inequality adapted to
small probability sets: bounds in \/py/ L log

On the VC class [0, £x1¢, x < 1/e

30
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Estimation Finite sample error bound

Theorem’s proof
Maximal deviation on VC-class:
Decompose error:

Iun(Cy) — (C)I < up — 1I(CE) + (Cy) — 1(Cx)
A B

m B:density on C x Lebesgue : small

m A: approximate CS by the VC-class.

30
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Estimation Finite sample error bound

Algorithm

Letk =n?/3 e =1

Class each observation in its corresponding cone C,
— yields: (small number of) set of cones with non-zero
mass

Threshold to eliminate cones with too small mass
— ylelds: (sparse) representation of the dependence
structure ®p := 3 up(C5)Lin,,

m AD context: Recall that after standardization of
marginals:
PR>r,We Bl ~10(B)
— scoring function = @, x1/r

m Dimension Reduction context: Does the small edges
(|| small) recover 99% of the empirical mass?

31
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Scoring Application to Anomaly Detection:

among Scoring extremes according to their degree of abnormality

multivariate

extreme Angular part of the score = ®&(Q,) if X; € QE.

observations

levels set of DBAD scoring

Nicolas Goix

in the input space in the space
- 1000/® & g

Finite sample error
bound

32
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shuttle
forestcover
hitp
smip
SF
SA

Experiments

Experiments

IForest only
AUC-ROC  PR-ROC
0.996 0.96
0.973 0.224
0.972 0.089
0.968 0.044
0.939 0.047
0.997 0.306

[forest + DBAD
AUC-ROC PR-ROC
0.997 (0.984
0.98 (0.348
0.9949 0.989
0.961 0.142
0.957 0.078
0.9949 0.84
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0.2 0.2
— DBAD-+iForest (area = 0.997) — DBAD-+iForest (area = 0.984)
0.0 — iForest (area = 0.996) 0.0 — iForest (area = 0.960)
0.0 0.2 0.4 0.6 0.8 10 0.0 0.2 0.4 0.6 0.8 1.0
Experiments False Positive Rate Recall
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1.0

0.8

o
o

o
IS

0.2

0.0

Experiments

ROC curve for forestcover

PR curve for forestcover

1.0 —— DBAD+iForest (area = 0.348)
— iForest (area = 0.224)
08
0.6
<
s
a
8
&
0.4
0.2
—— DBAD+iForest (area = 0.980)
— iForest (area = 0.973) 0.0
0.0 0.2 0.4 0.6 08 10 0.0 0.2 0.4 0.6 0.8 10

False Positive Rate

Recall
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0.2 0.2
— DBAD+iForest (area = 0.99996) — DBAD-+iForest (area = 0.989)
0.0 — iForest (area = 0.972) 0.0 — iForest (area = 0.089)
0.0 0.2 0.4 0.6 0.8 10 0.0 0.2 0.4 0.6 0.8 1.0
Experiments False Positive Rate Recall
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extreme 1.0 1.0 —— DBAD+iForest (area = 0.142)
observations — iForest (area = 0.044)
0.8 0.8
%06 06
]
o« c
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g
204 0.4
02 02
—— DBAD+iForest (area = 0.961)
0.0 — iForest (area = 0.968) 0.0
) 0.0 0.2 0.4 0.6 0.8 1.0 0.0 0.2 0.4 0.6 0.8 1.0
Experiments False Positive Rate Recall
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ROC curve for SF-lb

PR curve for SF-Ib

1.0 —— DBAD+iForest (area = 0.078)
—— iForest (area = 0.047)
08
0.6
c
]
a
9
&
0.4
0.2
—— DBAD+iForest (area = 0.957)
— iForest (area = 0.939) 0.0
0.0 0.2 0.4 0.6 0.8 10 0.0 0.2 0.4 0.6 0.8 1.0

False Positive Rate

Recall
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True Positive Rate
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Experiments

ROC curve for SA-lb

PR curve for SA-Ib

1.0 —— DBAD+iForest (area = 0.940)
— iForest (area = 0.306)
08}
0.6
<
S
@
1
&
0.4
0.2
— DBAD+iForest (area = 1.000) w
— iForest (area = 0.977) 0.0
0.0 0.2 0.4 0.6 0.8 1.0 0.0 0.2 0.4 0.6 0.8 10
False Positive Rate Recall
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Experiments

Experiments

Conclusion:

m A sparse, potentially low-dimensionnal representation
of the dependence structure of extremes.

m Relatively coarse (angular part constant on each €
face)

m Futur work: refine this representation (dirichlet on each
face?) while preserving the robustness with respect to
outliers (avoid fitting anomalies).
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